Modification LK.bin to erease
Orange state and confirmation
boot

Bypass Confirmation Boot

Tool necessary : Ghidra
Download and install here : https://github.com/NationalSecurityAgency/ghidra

Open file Ik.bin in Ghidra

e File --> new project
e Non-Shared Project --> Next



e Give a name to your project --> Next

Finish

e File --> import File
e Import File Ik.bin you want patch
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geState bin

e Select Langage --> ARM v7 | 32 | little | default
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ARMThumb v7 little endian

| Show Only Recommended Language/Comp:

e Double click on file

o Ll

%%l 8
Active Project: tuto

-+ ¢ _tuto

=] lk_a_noOrangeState bin

=

Finished cache cleanup, estimated storage used: 0

e respond yes to analyzed
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e We will get

Graph  Navigator s
BERERERB I D UL F Al o .- 6eEs

k_a

ldndahi 6

- Truncating control £]

.
eEEPPERD 1 I D 1 L

M0 5 X | HE Lsting: |

e continue with clicking on Search
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| Require Null Termination

Pascal Strings

lemory Block Types
@ Loaded Blocks

All Blocks

Cancel

. type "dm-verity corruption™ on filter

tring Search - 1 items (of 7275) - [lk_a_n
Location Labe Code Unit

5 "dm-verity corruption... TOM-VErTy cormuptionimin

Auto Labe

Include Alignment Nulls

« One final will find --> click on line find
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 Go to the fonction who call the string "dm-verity corruption" with double
click on hexa (FUN_00056¢40:00056¢8e)

. This will give
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. We get the fonction we need on right
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- We can understand if the boot not start correctly

the var T - give LSSy

so the first an green is if boot is corectly and an red if we got an error
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Decompile: FUN_00056c40 - (k_a_noOrangeStatebin) £, I

wold FUN_00056c40(int

bool bBVarl;
int iVarZ2,
uint uVard;
int iVard,
int local_c;

local _c = 0;
FUN_0001cBeQ(&local_c);
iVar? = FUN_000lelbec();
if (iVar? == 1) {
uvarsd FUN_D001d7ec();
if (2 < uVar3d) {
FUN_QO0Zf46c( + (xS6cfa);

1

L

FUN_0001eS6c();

iVar2 = FUN_0001lelZc();

if ((iVar2 != 1) && (iVar2 = FUN_COO0ldVec(),
FUN_Q00Zf46c( + Ox56d04)

h

bVarl = false;

local_c = 0O

1

I
elze o
bVarl local ¢ == 1;
if ( -2 {
bVarl true;

1

L

if (bVarl) {
FUN_COQ02flec();
iVar2 =

FUN_QOQ2f1ad(iVar2 / 2,00,
FUN_0Q002£17 e
FUN_Q002£17e(
FUN_Q002£17e(
FUN_Q002£17e( OxoEcaa) ;
FUN_Q002£17e( + Ox56ch4, 5);
while (iVarZ2 = FUN_QOQQ43b4(8), iVarZ == 0)
thunk_FUN_0004fa04{1007
iVard = iVard + -1;
if (iVard == 0) {
FUN_QO000EE7 0],
return;

+
+ Ox
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- We therefore need to modify one of these variables so that it is no longer
used in the function.
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« In the function, if we click on the desired variable, we move to the line

where it is in the file.
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. Right Click on line --> Patch instruction

. Change value of condition

. After this we can save file quit

FUN_000C
return
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. For export with menu project
- Right click on file --> select export

« You can choose Format Original File

Find the warning string

https://github.com/ROrt1z2/Ikpatcher

https://Ikpatcher.rOrtlz2.com/

https://blog.rOrtlz2.com/patch-mediatek-bootloader-images-lk.html
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